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	JOB TITLE: Information Technology Specialist (Network)
	GRADE: 14
	SALARY RANGE: 
	JOB SUMMARYRow1: This position is located in the Department of Energy and Environment (DOEE), Operations Services Administration (OSA) Information Technology Division.  The incumbent serves as the senior information technology (IT) authority for network systems and administers a Windows Active Directory Services Network for DOEE.
	DUTIES AND RESPONSIBILITIESRow1: Administer the agency’s Windows environment, Local Area Network (LAN), Wide Area Network (WAN) environments. Take action to design, develop, implement, monitor, and maintain network systems/network activities/services to support the agency’s customer needs.  Develop and implement configuration management plans for complex LAN/WAN and create network maps for establishing and maintaining the agency’s network architecture, infrastructure, topology, protocols, and connectivity between remote sites that support the agency’s business requirements.Evaluate network software, hardware, and communications link, specification and installation. Analyze, assess and interpret the LAN/WAN user and administrator requirements for software to be used in the foreseeable future. Analyze, assess, approve and provide for user access to the LAN/WAN via the addition of nodes or via reorganizing existing nodes. Identify and assess network performance for hardware/software utilization. Develop programs for user interaction with the LAN/WAN. Review and approve development of shared databases and shared application systems developed for implementation via the LAN/WAN. Monitor application database and data file utilization by LAN/WAN end user via system utilities to ensure appropriate use of the agency’s information resources.  Coordinate with specialists and managers to obtain information to interface with systems at other District agencies to facilitate the acquisition and exchange of network technology. Develop local agency guidelines, standard operating procedures, bulletins and fliers concerning the operation/use of agency IT system/network systems, services, and activities.
	QUALIFICATIONS AND EDUCATIONRow1: Mastery knowledge of, and skill in applying network management systems methods; network and IT architectures; and IT security policies sufficient to manage the design of network architectures; evaluate and define infrastructure requirements; select hardware and software components; assemble installation teams; coordinate network implementation planning; develop contingency and recovery plans; and, oversee testing and implementation. Applicant must have one (1) year of specialized experience equivalent to the next lower GS-grade13 level is required.  Specialized experience is work that has equipped the applicant with the particular knowledge, skills, and abilities to successfully perform the duties of the position.  Examples of specialized experience for this position include: Expert analytical skill and ability sufficient to identify and resolve issues and problems, evaluate established methods and procedures and prepare recommendations for changes in methods and practices where appropriate.  Candidates must have excellent attention to detail as well as strong communication and problem solving skills.  Additionally, candidates must have excellent troubleshooting skills as well as solid customer service skills.  Bachelor’s degree in Information Science, Computer Science, or Technology Management preferred but not required.Licensure/CertificationNone requiredWork EnvironmentWork is performed in an office environment.Other Significant FactsDuration of Appointment: This position is a 13 month term appointment.Pay Schedule: CS-2210-14.Promotion Potential: NoneCollective Bargaining: This position is covered under the Collective Bargaining Unit AFGE Local 2725.This position is considered Security Sensitive and requires a per-employment criminal background check.
	AGENCY: Department of Energy and Environment


